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Privacy sensitive Data in clinical Documents

                                    

                     

                                                          

                                  

                     

                                                                                  

                                       

                             

                                                                

                          

                                                                                                                        
                                                                                                                     
                                                                                                                      
                                                                                                                  
                                                                                                                      
                                                                                                                
                                                                                                                   
                                                                         

                                    

                                                                                                                     
                                                                                                                
                                                                                                               
                                                                                              

                                  

                                                           

               

                                                                                                                
                                                                                                              
                                                                                                              
                                                                                                                    
                                                                                                                          
                                                                                                                

                                                                                                            
                                                    

                           

                                                                                                                 
                                                                                                                  
                                                                                                                
                                                                                                                 
                                                                                             

                                                                                                                
                                                                                                                     
                                     

                                           

GeMTeX‘s list of 
Personally Identifiable 
Information (PII):

1. Person NAMES
2. DATE
3. AGE
4. LOCATION
5. IDE
6. CONTACT
7. PROFESSION
8. OTHER

(Lohr et al 2024, 2025)
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PII Transformation Modes

Replacing text spans by

1) Redaction character ‘X‘

2) Labeling generic entity type; e.g., DATE

3) Traceable Surrogation
structured placeholder containing unique key for authorized 
re-linking; e.g., [** NAME  PATIENT AB4D8F **]

4) Fictitious Surrogation
realistic, synthetically generated surrogates,
consistent within a single document

preserve the document’s naturalness
what we prefer
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GeMTeX

• German Medical Text Corpus

• For Training, Evaluation and 
Finetuning of Large Language 
Models

• 6 annotation sites

• De-Identification and our data 
protection concept
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GeMTeX – De-Identification

Hospital 
Information

System

plain
text

GeMTeX
corpus

de-identification

research/
semantic
annotation

1) PII detection

[NAME_PATIENT]

Wir berichten über lhre Patientin Beate Albers 

       [DATE]                                 [DATE]                  [DATE]

(* 4.4.1997), die sich vom 19.3. bis zum 7.5.2029

in unserer stat. Behandlung befand.

[NAME_PATIENT]

Wir berichten über lhre Patientin Tina Schmidt 

 [DATE]                                 [DATE]                  [DATE]

(* 3.7.1997), die sich vom 17.6. bis zum 5.8.2029

in unserer stat. Behandlung befand.

2) Surrogate replacement

[NAME_PATIENT]

We report on your patient Beate Albers 

   [DATE]

(* 1997/04/04) who underwent inpatient treatment 

[DATE]          [DATE]

03/19 to 2029/05/07.

[NAME_PATIENT]

We report on your patient Tina Schmidt 

   [DATE]

(* 1997/07/03) who underwent inpatient treatment 

[DATE]          [DATE]

06/17 to 2029/08/05.
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GeMTeX – De-Identification & SURROGATOR

https://github.com/medizininformatik-initiative/GeMTeX/tree/main/surrogator
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Assurance step 

•manual lookup by summary of PII annotations

• check non-PII sensitive data

• last change to edit annotations or delete 
document

Replacement by surrogates

•preserving the type of entities

• store replaced in a private table

✓

✓

Jane Smith 

was 

admitted on 

August 14, 

2025.

{ORIG : REPL}

{Jane : Caty}

{Smith : Meyer}

private

Pseudonym 

Management

System

Caty Mayer 

was 

admitted on 

August 21, 

2025.

public

raw text

UIMA CAS

SURROGATOR
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SURROGATOR’s Strategies

PII
Key Technologies & 

Data Sources

Example

Original Surrogate

NAME PATIENT
Gender detection, SPACY

NER, curated name lists
Dr. Inge Schmidt → Dr. Tina Meier

DATE BIRTH,
DATE DEATH

Rule-based date logic 20.05.1950 → 01.04.1950

DATE Rule-based date logic Admitted 15.03.2024 → Admitted 22.08.2023

LOCATION *
SENTENCE TRANSFORMERS, 
OPENSTREETMAP

Uniklinik Heidelberg → Klinikum Karlsruhe

ID, CONTACT
Pattern-preserving regular 
expressions

0176/1234567 → 0152/9876543
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Evaluation by GRASCCO

[GRASSCO] Albers.txt

Graz Synthetic Clinical Text Corpus

63 synthetic discharge summaries

5,430 sentences

43,667 tokens

licence 1.0 Universal („No copyright“)

download https://doi.org/10.5281/zenodo.6539131

PII ann. https://doi.org/10.5281/zenodo.15747389

more
details

Lohr C, et al. GeMTeX's De-Identification in Action: Lessons Learned & 
Devil's Details. Stud Health Technol Inform. 2025 Sep 3;331:274-282. 
(https://pubmed.ncbi.nlm.nih.gov/40899551/)
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Evaluation by GRASCCO & LLM‘S

1. Data Utility via NER

• openai/gpt-oss-20b on the original corpus versus our surrogate version.

• F1-Score (original) 0.73→ F1-Score (surrogate) 0.70

2. Privacy via 2AFC Linkage Test

• attacker (openai/gpt-oss-20b) chose between the true PII and its 
surrogate for a masked entity

• accuracy 50.77%, statistically equivalent to random chance (50%)

https://github.com/dieterich-lab/SurrogatorEval
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